From the Help Desk at PC-Bug Fixer.  

Wednesday, 16 February 2005
Report on the SMTP Mail hijack of our e-mail address.

The GOOD NEWS! 

The “interbusiness.it” Host [80.21.154.250] is dead! (Currently inactive)
This is a superficial fix and was only the tip of the iceberg! 

Don’t rejoice just yet, because all this means so far is that it did not respond to attempts to ping or scan it. Our network scanners failed to get a response from this particular host machine only! - It does however still exist and simply means it is not an active “Host” and therefore is no longer attacking my e-mail system or spreading the W32.Erkez.D@mm virus.
Now for the BAD NEWS! – However, the problems at “interbusiness.it” still exist (ref. # Spamhouse) and shutting down the [80.21.154.250] machine was only the tip of the iceberg and gets me off their back with the hijacked e-mail address problem.

The host machines which “interbusiness.it” currently use in the IP [80.21.154.1 –to- 80.21.154.254] range, currently x.1 - 9 / x.16 /x.23 /x.65 /x.73 /x.97 /x.98 /x.241 /x.249 with others coming on line at different times (like the /x.250 machine which came on line during the day only in Italy – night our time in Australia) are of constant concern as to the reliability of their function and most of all their levels of security.
The traffic on their network system and the “Abuse Policy” and “Acceptable User - or User - Policy” needs to be better regulated and controlled by those responsible for monitoring these events and functions, which are to say the least, “slack or non existent” at the moment.
The whole “interbusiness.it” structure [80.16.1.1 to 80.23.255.255] is akin to a pit of vipers, riddled with viruses and structural problems in their network which is part of the “Telecom Italia Group” so we think, as tracers will show that the hidden [80.21.4.7] is actually [212.210.43.212] or visa versa with [151.99.29.153] and other IP’s thrown in to confuse the issue, which is all part of, or is the “interbusiness.it” structure. This structure becomes more interesting when you look at it, with thoughts of who does actually own or control this IP structure whose location seems to be “Roma, Vatican City.” Don’t bother looking up, it’s owned by someone at ground level.
(# Spamhouse) Intebusiness.it has a bad reputation for disregarding Internet Security and other Protocol’s. We only need to look at the  *http://www.spamhouse.org/sbl/sbl.lasso?query=SBL23095 (*if out of date, look at http://www.spamhaus.org/sbl/listings.lasso?isp=interbusiness.it ) web site to look at my complaint and the link (click on) the “Current interbusiness.it spam problems” to see the long list of abuse by this “interbusiness.it” domain.
You can perform your own investigation by going to http://www.spamhaus.org/sbl/index.lasso  and entering the IP number in the “Lookup IP Address” field or selecting the ISP by country in the “Select ISP by Country” and selecting “Italy” and then any one of the 16 ISP’s which are the cause of the Internet Abuse and Virus spreading problems in Italy.
Whereas Italy is not an isolated instant of domains and ISP’s that cause and are responsible for Internet Abuse and spreading Viruses, for which there is no excuse, the point to remember is that they themselves are the cause of the majority of the “Abuse and Virus spreading” by failing to apply their own user policies to themselves believing to be “above the law” so to speak, and not monitoring their user network to investigate extra ordinary high traffic on their system, which would have highlighted the problem in the first instant.
Government and other Authorities which are there to “police” these abuse and internet security breaches, need to be given the ability to shut down these offending ISP’s, Domains and or Host Computer Machines, if the offenders fail to take action after 1 (one) warning, being given 24 hours to correct the fault in their network system, or otherwise communicate to the “Internet Authority” a satisfactory and acceptable (to the Authority only) resolve to the abuse, security breach or other problem.

Other issues which were highlighted in the sequence of events were, the underlying fact that, “No true mechanism exists to report genuine abuse complaints.” These are lost in the misinformation or inaccurate information of the domain owners, whose abuse e-mail address or administrators, is wrong. If the abuse or other e-mail address is correct, then the next problem is one of getting it through, as in most instances it is either closed or overloaded (full) with spam reports and cannot except any more mail.
That it took 61 days for any ISP or domain which breached internet security and protocol, to be shut down, is totally unacceptable.

The “Bureaucratic Procedures” or otherwise Policy within the individual Internet Authority Bureaucracy which exists in each Country, need to be re-evaluated as a matter of urgency (and I do not mean through more committee meetings which turn a Dromedary into a two-humped Camel) and this must happen NOW!
The restrictions of current physical boarders as applied to “Air. Land or Sea”, cannot be applied to modern methods of communication. No Passport of Visa is required to communicate with anyone on the Phone or Internet, all anyone need to do is get a computer and Telephone company and ISP, and you can communicate with anyone else in the world – “No one asks you for a visa or passport” there are no Boarder Guards” in the physical sense! – However, we urgently do need better “Internet Abuse and Security Control.”
While the bungling Internet Bureaucrats in each Country bicker over who has a bigger “d…esk” and are more concerned with their lunch hours and committee meetings, in a manner of speaking, “NO CONTROL OVER THE PREVENTION OF ABUSE AND BREACHES OF INTERNET SECURITY EXISTS!”
OK. So you do not believe me, try reporting a spammer or security breach!

The one thing this matter has highlighted to me is the fact that the world wide Regulatory Internet Authorities "Empire" structure is unto and for itself, for its own gratification and to exact taxes and fees only. It is no more then a public relations exercise to appease the general public in lulling them into a false sense to believe that protection against abuse and other computer related security exists on the internet. The current NIC and other Authorities serve no one and are oblivious to legitimate complaints of abuse and in affect are recalcitrant as an organisation demanding servility from its Officers and General Staff to the detriment of, all of the Computer Users on the Internet, their User subjects.

There is no cohesive unity in the so called Anti-Spam Control Authorities world wide.

The lack of reciprocal agreements or co-operation and that each one and all act only within their own Country, domains or networks is the typical bungling bureaucracy we find in any Country. Combine this with their own pre-occupation of their own importance and internal procedures and politics, and you have a useless autocratic time wasting structure.

Spam abuse originates from an International source and rarely occurs within a local domain or network. It therefore becomes necessary that the Anti-Spam and Internet Abuse Control Authorities stop exacting fees for a job that they do not perform, in that they give lip service only, and have web sites full of propaganda telling us all the things that in reality do not occur – like I said, “and if you don't believe this, Try reporting Spam to anyone!”

The largest single fault lye’s within the Domain Registrars and the erroneous names that are now allowed to be used and the un-ethical manner by which they allow "Our" registered business names to be hijacked or, what I consider to be, illegitimately registered by the use of a different Country or Domain type category name extension. This only because of monitory exploitation and greed.

The second largest contributing factor in the vehicle that spreads spam is the "Catch All" function that is by default, active on all Domains. Turning this "off" alone will reduce spam and the spread of viruses by at least 31.5% to 58.7%, as such this must become mandatory and the “Catch All” function must be outlawed!
Let's face it Folks, there is no Anti-Spam or Anti-Virus Control and the Publishers selling this type of preventative or protection software are making Billions of dollars profit, while the Spammers spread their Spam and Viruses and hide behind the bungling Bureaucracy who can’t get their act together.

We would be remiss not to thank,

Mr. Mathew Sullivan from www.sorbs.net and

Mr. Arturo Ragozini from www.agcom.it and

Mr. Roberto Mengoni, First Secretary – Embassy of Italy in Australia,
For their help in this matter.
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